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Why Introducing an eID card?Why Introducing an eID card?
Every Belgian citizen gets a tool toEvery Belgian citizen gets a tool to

Authenticate him/herself via email, SSL,…Authenticate him/herself via email, SSL,…
Create digital signatures equivalent with handwritten signaturesCreate digital signatures equivalent with handwritten signatures, e.g., to sign , e.g., to sign 
contracts electronicallycontracts electronically

BenefitsBenefits
NationNation--wide PKI reduces need to deploy closed user group PKIswide PKI reduces need to deploy closed user group PKIs
Avoids updating legislation referring to handwritten signaturesAvoids updating legislation referring to handwritten signatures
Improved security and confidence in remote transactionsImproved security and confidence in remote transactions
Simplification of administrative tasks throughSimplification of administrative tasks through

Faster data captureFaster data capture
HomeHome--government: consult your own files with the government, fill outgovernment: consult your own files with the government, fill out tax declarations,…tax declarations,…

Digital signatures protect electronic contentDigital signatures protect electronic content
Certificates link digital signatures to citizensCertificates link digital signatures to citizens
The new EID card is smaller than the previous ID cardThe new EID card is smaller than the previous ID card
Address changes do not necessitate a issuing a new eID cardAddress changes do not necessitate a issuing a new eID card

RisksRisks
PrivacyPrivacy
Market distortionMarket distortion
Interoperability at European levelInteroperability at European level



9 January 20059 January 2005
Belgian eID Card, Detailed OverviewBelgian eID Card, Detailed Overview

© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.ac.be/cosic© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.ac.be/cosic
Slide Slide 33

In short In short –– What is an eID card?What is an eID card?
The digital version of the previous ID cardThe digital version of the previous ID card
Bank cardBank card--sized plastic card depicts the citizen’ssized plastic card depicts the citizen’s

Photo, Full name, Gender, Handwritten signature, Nationality, Photo, Full name, Gender, Handwritten signature, Nationality, 
Place and Date of birth, Card and National Number,…Place and Date of birth, Card and National Number,…

The chip on the eID card contains the citizen’sThe chip on the eID card contains the citizen’s
Identity data and addressIdentity data and address
Identity and signing certificates (and key pairs),…Identity and signing certificates (and key pairs),…

The chip can be used toThe chip can be used to
Authenticate information (e.g., for invoices)Authenticate information (e.g., for invoices)
Generate digital signatures equivalent to handwritten signaturesGenerate digital signatures equivalent to handwritten signatures
(e.g., for contracts)(e.g., for contracts)

The card is valid for 5 yearsThe card is valid for 5 years
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Who gets an eID card?Who gets an eID card?
A new eID card is issued toA new eID card is issued to

New inhabitantsNew inhabitants
Every youngster at the age of 12Every youngster at the age of 12
People changing from one address to another in the People changing from one address to another in the 
local municipalitylocal municipality
Produce a lost, stolen, damaged ID or eID cardProduce a lost, stolen, damaged ID or eID card
Replace an expired nonReplace an expired non--eID cardeID card
Adjust the citizen’s pictureAdjust the citizen’s picture
Every citizen who asks to replace his/her old ID cardEvery citizen who asks to replace his/her old ID card
Every citizen who changes his/her name, gender,…Every citizen who changes his/her name, gender,…

Specific groups who requested a priority:Specific groups who requested a priority:
Medical doctors, lawyers, software companies,…Medical doctors, lawyers, software companies,…
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eID card issuing procedureeID card issuing procedure
The citizen receives a convocation letter or presents him/herselThe citizen receives a convocation letter or presents him/herself f 
spontaneously to the municipalityspontaneously to the municipality

He/she goes to the municipality to sign the eID request form He/she goes to the municipality to sign the eID request form 
(basisdocument)(basisdocument)

The citizen brings his/her own picture and 12 euro to the municiThe citizen brings his/her own picture and 12 euro to the municipalitypality
The card manufacturer produces a new eID card an initializes it The card manufacturer produces a new eID card an initializes it with all with all 
necessary informationnecessary information
After 2After 2--3 weeks, the citizen receives a letter with his/her personal 3 weeks, the citizen receives a letter with his/her personal 
identification number (PIN) and card activation code (PUK1)identification number (PIN) and card activation code (PUK1)

If the citizen receives this letter, the citizen can go and collIf the citizen receives this letter, the citizen can go and collect his/her eID cardect his/her eID card
The citizen brings his/her current ID card together with the letThe citizen brings his/her current ID card together with the letter with the ter with the 
citizen’s PIN and PUKcitizen’s PIN and PUK
The eID card is activated using the citizen’s PUK1 and the goverThe eID card is activated using the citizen’s PUK1 and the government’s nment’s 
PUK2PUK2

If the card is activated, the citizen generates his/her PIN to gIf the card is activated, the citizen generates his/her PIN to generate two test enerate two test 
signatures: one identity and one qualified signature to prove thsignatures: one identity and one qualified signature to prove the proper e proper 
functioning of the eID cardfunctioning of the eID card

The activation of an eID card takes about 15 minutesThe activation of an eID card takes about 15 minutes
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What if …?What if …?

Your eID card is lost, stolen,…Your eID card is lost, stolen,…
Declare the loss or theft immediately with the police or Declare the loss or theft immediately with the police or 
the municipality nearbythe municipality nearby

eID card stop: +32 (2) 210.21.16 or 210.21.17eID card stop: +32 (2) 210.21.16 or 210.21.17
To avoid any possible abuse of the eID card, the To avoid any possible abuse of the eID card, the 
electronic functionalities of the eID card must be electronic functionalities of the eID card must be 
suspendedsuspended

If the card is recovered within 7 days after the suspension, theIf the card is recovered within 7 days after the suspension, the
eID card can be reeID card can be re--activatedactivated
If the card cannot be recovered within 7 days after the If the card cannot be recovered within 7 days after the 
suspension, the card renewal procedure is startedsuspension, the card renewal procedure is started

The old card is revoked and invalidated foreverThe old card is revoked and invalidated forever
If the card is recovered after it has been revoked and invalidatIf the card is recovered after it has been revoked and invalidated, it ed, it 
must be returned to the municipality for immediate destructionmust be returned to the municipality for immediate destruction
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Example Example –– How does it work?How does it work?
Case study: Alice uses her eID card to Case study: Alice uses her eID card to 
generate a qualified signature on a file generate a qualified signature on a file 
contract.doccontract.doc with Bobwith Bob

Alice’s computer application asks her whether she Alice’s computer application asks her whether she 
wishes to digitally sign the documentwishes to digitally sign the document
If she approves, she inserts her eID card in the If she approves, she inserts her eID card in the 
computer’s smartcard readercomputer’s smartcard reader
She enters her PIN to authorize the generation of a She enters her PIN to authorize the generation of a 
qualified signaturequalified signature
Bob receives from Alice:Bob receives from Alice:

The document The document contract.doccontract.doc
The digital signatureThe digital signature
Alice’s qualified certificateAlice’s qualified certificate

Alice
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eID Card Distribution StatuseID Card Distribution Status
More than More than 
1500 cards 1500 cards 
produced and produced and 
activated per activated per 
working day working day 
during nationduring nation--
wide wide 
deploymentdeployment

4500 cards 4500 cards 
produced and produced and 
issued per issued per 
month during month during 
pilot phasepilot phase

10% of the 10% of the 
pilot  citizens pilot  citizens 
do not want do not want 
any eID any eID 
functionalityfunctionality

Already more Already more 
than than 75%75% of of 
all 589 all 589 
municipalities municipalities 
issue eID issue eID 
cardscards

Frequently updated graphs available at http://www.godot.be/site/EidCards/belpic/index.html



9 January 20059 January 2005
Belgian eID Card, Detailed OverviewBelgian eID Card, Detailed Overview

© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.ac.be/cosic© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.ac.be/cosic
Slide Slide 99

Typical evolution of an eID CRLTypical evolution of an eID CRL

CRLs  follow CRLs  follow 
the lifecycle the lifecycle 
of the eID of the eID 
cards they cards they 
covercover

The CA stops The CA stops 
issuing issuing 
certificates certificates 
referring to a referring to a 
particular particular 
CRL if it CRL if it 
becomes too becomes too 
largelarge

The graph The graph 
reflects the reflects the 
evolution of evolution of 
the eID cards the eID cards 
following a following a 
CRL for CRL for 
which no new which no new 
certificates certificates 
are issuesare issues

Frequently updated graphs available at http://www.esat.kuleuven.ac.be/site/EidCards/belpic/index.html
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Today’s eID Card ApplicationsToday’s eID Card Applications
eGovernmenteGovernment

Official document requestsOfficial document requests
Marital status, Birth Marital status, Birth 
certificate,…certificate,…

Access to RRN databaseAccess to RRN database
Online votingOnline voting

eTaxeTax
Tax form declarationTax form declaration

eJusticeeJustice
Electronic submission of Electronic submission of 
conclusions in court casesconclusions in court cases

eAccesseAccess
Client authentication for Client authentication for 
web serversweb servers
Access control, e.g., Access control, e.g., 
container park, library, container park, library, 
swimming pool,…swimming pool,…

eCommerceeCommerce
Online opening of new accountOnline opening of new account
Digital Rights ManagementDigital Rights Management
Qualified signatureQualified signature

Contract signingContract signing

eBankingeBanking
Online mortgage requestOnline mortgage request

eMaileMail
Registered mailRegistered mail
Authenticated emailAuthenticated email

eAdministrationeAdministration
Data captureData capture
Car registrationCar registration
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Good To Know (1/2)Good To Know (1/2)
An eID card is An eID card is valid for 5 yearsvalid for 5 years
SigningSigning functions of an eID card issued to functions of an eID card issued to minorsminors (<18 (<18 
years) is years) is not activatednot activated
Any citizen can ask to deactivate the authentication and Any citizen can ask to deactivate the authentication and 
signature functionssignature functions

Once deactivated, always deactivatedOnce deactivated, always deactivated
Professional groups can request an eID card, even before Professional groups can request an eID card, even before 
their local municipality has become eIDtheir local municipality has become eID--enabledenabled
24/7 24/7 helpdeskhelpdesk is availableis available

In case of loss, theft or destruction of an eID cardIn case of loss, theft or destruction of an eID card
An eID card is first suspended before it is irreversibly revokedAn eID card is first suspended before it is irreversibly revoked
Phone: Phone: 02/518.21.1702/518.21.17 (Dutch), (Dutch), 02/518.21.1602/518.21.16 (French)(French)
Fax: Fax: 02/518.25.2102/518.25.21
Email: Email: helpdesk@rrn.fgov.behelpdesk@rrn.fgov.be



9 January 20059 January 2005
Belgian eID Card, Detailed OverviewBelgian eID Card, Detailed Overview

© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.ac.be/cosic© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.ac.be/cosic
Slide Slide 1212

Good To Know (2/2)Good To Know (2/2)

All electronic signatures can be used as an All electronic signatures can be used as an 
alternative for a handwritten signature, given that alternative for a handwritten signature, given that 
one can prove that the signature corresponds to one can prove that the signature corresponds to 
something which only the author of the content to something which only the author of the content to 
be signed could createbe signed could create
The qualified electronic signature is the only type The qualified electronic signature is the only type 
of signature that will automatically be given the of signature that will automatically be given the 
same legal value as a handwritten signaturesame legal value as a handwritten signature

A qualified signature is an advanced electronic A qualified signature is an advanced electronic 
signature based on a qualified certificate and produced signature based on a qualified certificate and produced 
by a secure signature creation deviceby a secure signature creation device
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Belgian eID Project Time lineBelgian eID Project Time line

22 Sept 2000: Council of Ministers approves eID card concept stu22 Sept 2000: Council of Ministers approves eID card concept studydy

2000

19 July 2001: Council of Ministers approves basic concepts (smar19 July 2001: Council of Ministers approves basic concepts (smart card, t card, 
citizencitizen--certificates, no integration with SIS card, certificates, no integration with SIS card, Ministry of Internal Affairs
is responsible for RRN’s infrastructure, pilot municipalities, his responsible for RRN’s infrastructure, pilot municipalities, helpdesk, card elpdesk, card 
production, legal framework,… production, legal framework,… Fedict for certification servicesfor certification services

2001

End of 2009: End of 2009: all citizens and 5-year 
non-citizen residents have an eID cardan eID card

2009

13 Dec 1999: European Directive 1999/93/EC13 Dec 1999: European Directive 1999/93/EC

1999

3 Jan 2002: Council of Ministers assigns RRN’s infrastructure to3 Jan 2002: Council of Ministers assigns RRN’s infrastructure to NV Steria

2002

27 Sept 2002: Council of 27 Sept 2002: Council of 
Ministers assigns card Ministers assigns card 
production to production to NV Zetes, , 
certificate services to certificate services to NV 
Belgacom

2002

9 May 2003: 9 May 2003: first pilot municipality
starts issuing eID cardsstarts issuing eID cards 25 July 2003: 25 July 2003: eleventh pilot municipality startedstarted

31 March 2003: 31 March 2003: first 4 eID 
cards issued to civil servantsissued to civil servants

2003 2004

25 January 2004: start of 25 January 2004: start of pilot phase evaluation

Spring 2005: Spring 2005: all newly issued ID cards 
are eID cards (no new non-eID cards)

2005

27 September 2004: start of 27 September 2004: start of nation-wide roll-out
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eID Cards In EuropeeID Cards In Europe
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eID cards In EuropeeID cards In EuropeGermany

Denmark

Hungary

Slovakia

Malta

Luxembourg

Greece

Czech Republic

Estonia
> 500.000 in 2.5 years

Slovenia

United Kingdom

Latvia
Ireland

Cyprus

Austria

Italy

Lithuania

Poland

Sweden

Finland
< 30.000 in 5 yearsThe Netherlands

France

Belgium
> 80.000 in 1.5 years

Portugal

Spain

Government
pushes

eID cards

Not compliant
With Directive
1999/93/EC

Plans
To issue
ID cards

No plans
to issue

eID cards

Citizen can
pull an

eID card

Plans to
Issue

eID cards

Issues eID 
cards in a
pilot phase

Unknown
Status
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eID Card Operating System, eID Card Operating System, 
Drivers & MiddlewareDrivers & Middleware
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Typical Smartcard ArchitectureTypical Smartcard Architecture

Smartcard
Reader

PIN Pad

DisplayLook

Feel

Citizen’s Computer System Browser

Keyboard
Mouse,… PCSC

ISO
7816
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eID Card Chip SpecificationseID Card Chip Specifications
Cryptoflex JavaCard 32KCryptoflex JavaCard 32K

CPU (processor): 16 bit CPU (processor): 16 bit 
MicrocontrollerMicrocontroller
CryptoCrypto--processor: processor: 

1100 bit Crypto1100 bit Crypto--Engine Engine 
(RSA computation)(RSA computation)
112 bit Crypto112 bit Crypto--Accelerator Accelerator 
(DES computation)(DES computation)

ROM (OS): 136 kB (GEOS Java ROM (OS): 136 kB (GEOS Java 
Virtual Machine)Virtual Machine)
EEPROM (Application + Data): 32 EEPROM (Application + Data): 32 
KB (Cristal Applet)KB (Cristal Applet)
RAM (memory): 5 KBRAM (memory): 5 KB

Standard Standard -- ISO/IEC 7816ISO/IEC 7816
Format & Physical Characteristics Format & Physical Characteristics 
⇔⇔ Bank Card (ID1)Bank Card (ID1)
Standard Contacts  & Signals Standard Contacts  & Signals ⇔⇔
RST,RST, GND,GND, CLK,CLK, Vpp,Vpp, Vcc, I/OVcc, I/O
Standard Commands & Query Standard Commands & Query 
Language (APDU)Language (APDU)

CPU

ROM
(Operating System)

Crypto
(DES,RSA)

RAM
(Memory)

EEPROM
(File System=

applications + data)
I/O

Belgian eID Card Java Applet

Java Card API                         
f                            Interpreter

Infineon Chip SLE66CX322P

Card 
Manager Java Card Virtual Machine

Basic Operating System
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eID Card MiddlewareeID Card Middleware
PKCS#15 file system for ID applicationsPKCS#15 file system for ID applications

All eIDAll eID--related data (certificates, photo, related data (certificates, photo, 
address, identity files,address, identity files,……))
No key managementNo key management

PKCS#11 standard interface to crypto PKCS#11 standard interface to crypto 
tokenstokens

Abstraction of signing functions Abstraction of signing functions 
(authentication, digital signatures)(authentication, digital signatures)
Access to certificatesAccess to certificates
Available for Unix, Windows, Available for Unix, Windows, MacOSXMacOSX,,……

CSP for Microsoft PlatformsCSP for Microsoft Platforms
Only keys & certificates available via Only keys & certificates available via 
MSCrypto APIMSCrypto API
Allows authentication (& signature)Allows authentication (& signature)
For Microsoft Explorer, Outlook,For Microsoft Explorer, Outlook,……

DLL 
(C-reader

DLL)

PKCS#15
OpenSC

(Generic SC Interface)

PIN
(pin logic 

library)

Driver
(Specific SC Reader Interface)

PC/SC
(Generic SC

Reader Interface)

I/O

PKCS#11
(Certificate & Keys 

Management)

MS-CSP
(Microsoft 
interface)

BelPIC
Specific

Apps

Non Win
Generic

Apps

Windows
Generic

Apps
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eID Card ContenteID Card Content
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eID Card ContenteID Card Content

IDID ADDRESSADDRESS

Authentication

Digital Signature

RRN 
SIGNATURE

RRN 
SIGNATURE

RRN
SIGNATURE

RRN
SIGNATURE

PKI Citizen Identity Data

RRN = National Register
RRN, Root CA, CA,…
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Identity Files ContentIdentity Files Content
Identity file (~160 bytes)Identity file (~160 bytes)

ChipChip--specific:specific:
Chip number

CitizenCitizen--specific:specific:
NameName
First 2 namesFirst 2 names
First letter of 3First letter of 3rdrd first namefirst name
RRN identification numberRRN identification number
NationalityNationality
Birth location and dateBirth location and date
GenderGender
Noble conditionNoble condition
Special statusSpecial status
SHA-1 hash of citizen photo

CardCard--specific:specific:
Card numberCard number
Validity’s begin and end dateValidity’s begin and end date
Card delivery municipalityCard delivery municipality
Document type

Digital signature on identity file 
issued by the RRN

Citizen’s main address file (~120 bytes)
Street + number
Zip code
Municipality

Digital signature on main address and 
the identity file issued by the RRN
Citizen’s JPEG photo ~3 Kbytes

No status, white cane (blind people), yellow No status, white cane (blind people), yellow 
cane (partially sighted people), extended cane (partially sighted people), extended 
minority, any combinationminority, any combination

Belgian citizen, European community citizen, Belgian citizen, European community citizen, 
nonnon--European community citizen, bootstrap European community citizen, bootstrap 
card, habilitation/machtigings cardcard, habilitation/machtigings card

King, Prince, Count, Earl, Baron,…King, Prince, Count, Earl, Baron,…

Citizen
CA

Gov
CA

Belgium
Root CA
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PKI Content PKI Content –– Keys & CertificatesKeys & Certificates
2 key pairs for the citizen:2 key pairs for the citizen:

CitizenCitizen--authenticationauthentication
X.509v3 X.509v3 authentication certificate

Advanced electronic (nonAdvanced electronic (non--repudiation) repudiation) 
signaturesignature

X.509v3 X.509v3 qualified certificate
Can be used to produce digital signatures equivalent Can be used to produce digital signatures equivalent 
to handwritten signatures, cfr. European Directive to handwritten signatures, cfr. European Directive 
1999/93/EC1999/93/EC

1 key pair for the card:1 key pair for the card:
eID card authentication (basic key pair)eID card authentication (basic key pair)

No corresponding certificate: RRN : RRN 
(Rijksregister/Registre National) knows which public knows which public 
key corresponds to which eID cardkey corresponds to which eID card
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Certificate HierarchyCertificate Hierarchy
&&

Certificate DetailsCertificate Details



9 January 20059 January 2005
Belgian eID Card, Detailed OverviewBelgian eID Card, Detailed Overview

© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.ac.be/cosic© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.ac.be/cosic
Slide Slide 2525

Certificates for 
Government web servers, 
signing citizen files, public 
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Location of the CertificatesLocation of the Certificates
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Citizen Certificate DetailsCitizen Certificate Details
Citizen Qualified certificate (~1000 bytes)

Version: 3 (0x2)Version: 3 (0x2)
Serial Number:Serial Number:

10:00:00:00:00:00:8d:8a:fa:33:d3:08:f1:7a:35:b210:00:00:00:00:00:8d:8a:fa:33:d3:08:f1:7a:35:b2
Signature Algorithm: sha1WithRSAEncryption (1024 bit)Signature Algorithm: sha1WithRSAEncryption (1024 bit)
Issuer: C=BE, CN=Citizen CA
Not valid before: Nov 12 22:41:00 2003 GMTNot valid before: Nov 12 22:41:00 2003 GMT
Not valid after: Nov 12 22:41:00 2008 GMTNot valid after: Nov 12 22:41:00 2008 GMT
Subject: C=BE, Subject: C=BE, CN=Sophie Dupont (Signature), 

SN=Dupont, GN=Sophie 
Nicole/serialNumber=60050100093

Subject Public Key Info:Subject Public Key Info:
RSA Public Key: [Modulus (1024 bit): 4b:e5:7e:6e: … :86:17, RSA Public Key: [Modulus (1024 bit): 4b:e5:7e:6e: … :86:17, 

Exponent: 65537 (0x10001)]Exponent: 65537 (0x10001)]
X509v3 extensions:X509v3 extensions:

Certificate Policies:
Policy: 2.16.56.1.1.1.2.1
CPS: http://CPS: http://repository.eid.belgium.berepository.eid.belgium.be

Key Usage: critical, Non Repudiation

Authority Key Identifier: [D1:13: … :7F:AF:10]
CRL Distribution Points:CRL Distribution Points:

URI:http://crl.eid.belgium.be/eidc0002.crlURI:http://crl.eid.belgium.be/eidc0002.crl
Netscape Cert Type: S/MIME
Authority Information Access: Authority Information Access: 

CA Issuers - URI:http://certs.eid.belgium.be/belgiumrs.crt
OCSP OCSP -- URI:http://ocsp.eid.belgium.beURI:http://ocsp.eid.belgium.be

Qualified certificate statements: [00......F..]
Signature: [74:ae:10: … :e0:91]Signature: [74:ae:10: … :e0:91]

Citizen Authentication certificate (~980 bytes)
Version: 3 (0x2)Version: 3 (0x2)
Serial Number:Serial Number:

10:00:00:00:00:00:0a:5d:9a:91:b1:21:dd:00:a2:7a10:00:00:00:00:00:0a:5d:9a:91:b1:21:dd:00:a2:7a
Signature Algorithm: sha1WithRSAEncryption (1024 bit)Signature Algorithm: sha1WithRSAEncryption (1024 bit)
Issuer: C=BE, CN=Citizen CA
Not valid before: Nov 12 22:40:52 2003 GMTNot valid before: Nov 12 22:40:52 2003 GMT
Not valid after: Nov 12 22:40:52 2008 GMTNot valid after: Nov 12 22:40:52 2008 GMT
Subject: C=BE, Subject: C=BE, CN=Sophie Dupont (Authentication), 

SN=Dupont, GN=Sophie 
Nicole/serialNumber=60050100093

Subject Public Key Info:Subject Public Key Info:
RSA Public Key: [Modulus (1024 bit): cf:ca:7a:77: … :5c:c5, RSA Public Key: [Modulus (1024 bit): cf:ca:7a:77: … :5c:c5, 

Exponent: 65537 (0x10001)]Exponent: 65537 (0x10001)]
X509v3 extensions:X509v3 extensions:

Certificate Policies:Certificate Policies:
Policy: 2.16.56.1.1.1.2.2
CPS: http://CPS: http://repository.eid.belgium.berepository.eid.belgium.be

Key Usage: critical, Digital Signature

Authority Key Identifier: [D1:13: … 7F:AF:10]
CRL Distribution Points:CRL Distribution Points:

URI:http://crl.eid.belgium.be/eidc0002.crlURI:http://crl.eid.belgium.be/eidc0002.crl
Netscape Cert Type: SSL Client, S/MIME
Authority Information Access:Authority Information Access:

CA Issuers - URI:http://certs.eid.belgium.be/belgiumrs.crt
OCSP OCSP -- URI:http://ocsp.eid.belgium.beURI:http://ocsp.eid.belgium.be

Signature: [10:ac:04: … :e9:04]Signature: [10:ac:04: … :e9:04]

Citizen
CA

Gov
CA

Belgium
Root CA
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CA Certificate DetailsCA Certificate Details
Root CA certificate (920 bytes)

Version: 3 (0x2)
Serial Number:

58:0b:05:6c:53:24:db:b2:50:57:18:5f:f9:e5:a6:50
Signature Algorithm: sha1WithRSAEncryption (2048 bit)
Issuer: C=BE, CN=Belgium Root CA
Not valid before: Jan 26 23:00:00 2003 GMT
Not valid after : Jan 26 23:00:00 2014 GMT
Subject: C=BE, CN=Belgium Root CA

Subject Public Key Info:
RSA Public Key: [Modulus (2048 bit): 00:c8:a1:71: … :b0:6f, 

Exponent: 65537 (0x10001)]
X509v3 extensions:

Certificate Policies:
Policy: 2.16.56.1.1.1
CPS: http://repository.eid.belgium.be

Key Usage: critical, Certificate Sign, CRL Sign
Subject Key Identifier: [10:F0: … :8E:DB:E6]
Authority Key Identifier: [10:F0: … :8E:DB:E6]

Netscape Cert Type: SSL CA, S/MIME CA, Object Signing CA
Basic Constraints: critical, CA:TRUE

Signature: [c8:6d:22: … :43:2a]

CA certificate (975 bytes)
Version: 3 (0x2)
Serial Number:

6f:77:79:33:30:25:e3:cf:92:55:b9:7a:8a:0b:30:e5
Signature Algorithm: sha1WithRSAEncryption (2048 bit)
Issuer: C=BE, CN=Belgium Root CA
Not valid before: Apr 10 12:00:00 2003 GMT
Not valid after : Jun 26 23:00:00 2009 GMT
Subject: C=BE, CN=Citizen CA

Subject Public Key Info:
RSA Public Key: [Modulus (2048 bit): 00:c9:ae:05: … :cb:71, 

Exponent: 65537 (0x10001)]
X509v3 extensions:

Certificate Policies:
Policy: 2.16.56.1.1.1.2
CPS: http://repository.eid.belgium.be

Key Usage: critical, Certificate Sign, CRL Sign
Subject Key Identifier: [D1:13: … :7F:AF:10]
Authority Key Identifier: [10:F0: … :8E:DB:E6]
CRL Distribution Points:

URI:http://crl.eid.belgium.be/belgium.crl
Netscape Cert Type: SSL CA, S/MIME CA, Object Signing CA
Basic Constraints: critical, CA:TRUE, pathlen:0

Signature: [b2:0c:30: … :18:6e]
Citizen

CA
Gov
CA

Belgium
Root CA
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Government Certificate DetailsGovernment Certificate Details
Government CA certificate (~979 bytes)

Version: 3 (0x2)Version: 3 (0x2)
Serial Number:Serial Number:

99:6f:14:78:8e:ea:69:6a:3d:2e:93:42:81:2b:66:f099:6f:14:78:8e:ea:69:6a:3d:2e:93:42:81:2b:66:f0
Signature Algorithm: sha1WithRSAEncryption (2048 bit)Signature Algorithm: sha1WithRSAEncryption (2048 bit)
Issuer: C=BE, CN=Belgium Root CA
Not valid before: Jan 27 00:00:00 2003 GMTNot valid before: Jan 27 00:00:00 2003 GMT
Not valid after: Jan 27 00:00:00 2009 GMTNot valid after: Jan 27 00:00:00 2009 GMT
Subject: C=BE, CN=Government CA

Subject Public Key Info:Subject Public Key Info:
RSA Public Key: [Modulus (2048 bit): 00:ac:c9:a0: … :89:13, RSA Public Key: [Modulus (2048 bit): 00:ac:c9:a0: … :89:13, 

Exponent: 65537 (0x10001)]Exponent: 65537 (0x10001)]
X509v3 extensions:X509v3 extensions:

Certificate Policies:Certificate Policies:
Policy: 2.16.56.1.1.1.3Policy: 2.16.56.1.1.1.3
CPS: http://CPS: http://repository.eid.belgium.berepository.eid.belgium.be

Key Usage: critical, Certificate Sign, CRL SignKey Usage: critical, Certificate Sign, CRL Sign
Subject Key Identifier: [F5:DB: … :D1:8B:D6]
Authority Key Identifier: [10:F0: … :8E:DB:E6]
CRL Distribution Points:CRL Distribution Points:

URI:http://crl.eid.belgium.be/belgium.crlURI:http://crl.eid.belgium.be/belgium.crl
Netscape Cert Type: SSL CA, S/MIME CA, Object Signing CANetscape Cert Type: SSL CA, S/MIME CA, Object Signing CA
Basic Constraints: critical, CA:TRUE, pathlen:0Basic Constraints: critical, CA:TRUE, pathlen:0

Signature: [a0:53:21: … :1d:c9]Signature: [a0:53:21: … :1d:c9]

RRN certificate (~808 bytes)
Version: 3 (0x2)Version: 3 (0x2)
Serial Number:Serial Number:

01:00:00:00:00:00:f8:20:18:9e:1701:00:00:00:00:00:f8:20:18:9e:17
Signature Algorithm: sha1WithRSAEncryption (1024 bit)Signature Algorithm: sha1WithRSAEncryption (1024 bit)
Issuer: C=BE, CN=Government CA
Not valid before: Oct 9 09:06:09 2003 GMTNot valid before: Oct 9 09:06:09 2003 GMT
Not valid after: Jan 26 09:06:09 2009 GMTNot valid after: Jan 26 09:06:09 2009 GMT
Subject: C=BE, CN=RRN, O=RRN

Subject Public Key Info:Subject Public Key Info:
RSA Public Key: [Modulus (1024 bit): 00:db:72:4d: … :80:0d, RSA Public Key: [Modulus (1024 bit): 00:db:72:4d: … :80:0d, 

Exponent: 65537 (0x10001)]Exponent: 65537 (0x10001)]
X509v3 extensions:X509v3 extensions:

Certificate Policies:Certificate Policies:
Policy: 2.16.56.1.1.1.3.1Policy: 2.16.56.1.1.1.3.1
CPS: http://CPS: http://repository.eid.belgium.berepository.eid.belgium.be

Key Usage: critical, Digital Signature, Non RepudiationKey Usage: critical, Digital Signature, Non Repudiation
Subject Key Identifier: [09:22: … :30:01:37]
Authority Key Identifier: [F5:DB: … :D1:8B:D6]
CRL Distribution Points:CRL Distribution Points:

URI:http://crl.eid.belgium.be/government.crlURI:http://crl.eid.belgium.be/government.crl

Signature: [12:89:cd: … :ca:2a]Signature: [12:89:cd: … :ca:2a]
Citizen

CA
Gov
CA

Belgium
Root CA
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Archiving Signed DataArchiving Signed Data

Digital signatures Digital signatures remain valid remain valid foreverforever
if one stores:if one stores:

The digitallyThe digitally signed datasigned data
The The digital signaturedigital signature on the dataon the data
The The signer’s certificatesigner’s certificate
A A proof of validityproof of validity of the signer’s certificateof the signer’s certificate
The The verificationverification timestamptimestamp of the signatureof the signature

Bottom line:Bottom line:
The integrity of this data should be The integrity of this data should be 
protected!protected!
There is no need to retrieve the status of a There is no need to retrieve the status of a 
certificate in the past!certificate in the past!

Alice

Citizen
CA

Belgium
Root CA

Alice
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Signing Key Pair PropertiesSigning Key Pair Properties
Private signing key only available to the signerPrivate signing key only available to the signer

Signer explicitly authorizesSigner explicitly authorizes the Signature Creation Engine to generate a the Signature Creation Engine to generate a 
digital signature with the signing key, e.g., by digital signature with the signing key, e.g., by presenting a PINpresenting a PIN (personal (personal 
identification number, identification number, cfrcfr. Bank cards). Bank cards)
Signer protects Signer protects the hash of his/her message with his/her signing keythe hash of his/her message with his/her signing key
VerifierVerifier recovers recovers this hash correctly only if the right verification key is used this hash correctly only if the right verification key is used 

Private signing key corresponds to the public verification keyPrivate signing key corresponds to the public verification key
If the Signature Verification Engine (SVE) outputs ‘valid signatIf the Signature Verification Engine (SVE) outputs ‘valid signature’, ure’, the the 
verification key corresponds to the signing keyverification key corresponds to the signing key
If the SVE outputs ‘invalid signature’ the triplet If the SVE outputs ‘invalid signature’ the triplet (message, digital signature, (message, digital signature, 
verification key)verification key) does not match:does not match:

The message may have beenThe message may have been alteredaltered
The The verificationverification key may be wrongkey may be wrong, i.e., does not correspond to the signing key, i.e., does not correspond to the signing key
The The certificatecertificate of the signer of the signer may have been revokedmay have been revoked (or suspended)(or suspended)

Private signing key is kept in a secure location, e.g., smartcarPrivate signing key is kept in a secure location, e.g., smartcardd
Public verification key is usually sent along with the digital sPublic verification key is usually sent along with the digital signatureignature

Integrity of the verification keyIntegrity of the verification key is protected through the is protected through the signer’s certificatesigner’s certificate
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Typical Data Signing ScenarioTypical Data Signing Scenario

EveAlice

hash

1      N bytes

2     20 bytes

3

Bob

CRL

9 Alice

8

hash
12

11

10

13

6                   70

7. Decompose message 9. Check CRL 11. Retrieve signature 13. Verify signature
8. Check certificate 10. Retrieve public key 12. Compute hash

AliceAlice

5 4   128 bytes

1. Compute data hash 3. Compute signature 5. Collect certificate
2. Present PIN 4. Collect signature 6. Send message



9 January 20059 January 2005
Slide Slide 3535Belgian eID Card, Detailed OverviewBelgian eID Card, Detailed Overview

© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.ac.be/cosic© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.ac.be/cosic

Validity of SignaturesValidity of Signatures



9 January 20059 January 2005
Belgian eID Card, Detailed OverviewBelgian eID Card, Detailed Overview

© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.ac.be/cosic© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.ac.be/cosic
Slide Slide 3636

Message
Data

Hash value

Digital signature

Public key

Signer certificate

Signature ValidationSignature Validation
A digital signature protects the integrity of informationA digital signature protects the integrity of information

A digital signature computed on some data is valid if A digital signature computed on some data is valid if 
and only ifand only if

The signature verification engine confirms that the The signature verification engine confirms that the hash hash 
valuevalue computed on the data computed on the data matches the digital signaturematches the digital signature
when applying the signature verification mechanism using when applying the signature verification mechanism using 
the the public keypublic key found in the corresponding certificatefound in the corresponding certificate
The The certificate is validcertificate is valid (cfr. next slide)(cfr. next slide)
All the All the key usage and certificate policieskey usage and certificate policies of the certificates of the certificates 
in the certificate chain match the context wherein the data in the certificate chain match the context wherein the data 
is used (e.g., code signing, client authentication, server is used (e.g., code signing, client authentication, server 
authentication,…)authentication,…)

Caveat: When was this signature computed?Caveat: When was this signature computed?
Revoked Revoked ≠≠ InvalidInvalid

Keep a log of valid signaturesKeep a log of valid signatures

Features of a hash function useful for cryptographic applicationFeatures of a hash function useful for cryptographic applications:s:
Given a hash value Given a hash value H(xH(x)): hard to find an input : hard to find an input xx which produces which produces H(xH(x))
Given Given xx and and H(xH(x)): hard to find : hard to find yy so that so that H(xH(x)=)=H(yH(y)) and and xx≠≠yy
Hard to find any Hard to find any xx and and y y so that so that xx≠≠yy and and H(xH(x)=)=H(yH(y)) Alice

hash

Alice
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Certificate (Chain) ValidationCertificate (Chain) Validation
A certificate protects the identity of the holder of the correspA certificate protects the identity of the holder of the corresponding private keyonding private key

Given a selfGiven a self--signed certificate Root CA protects the CA certificate which is signed certificate Root CA protects the CA certificate which is 
used to validate a nonused to validate a non--CA certificateCA certificate

A certificate Cert is valid if and only ifA certificate Cert is valid if and only if
The The certificate’s digital signaturecertificate’s digital signature is (cryptographically) valid given the certificate is (cryptographically) valid given the certificate 
issuer’s certificate (CA certificate)issuer’s certificate (CA certificate)
The The certificate issuer’s certificatecertificate issuer’s certificate is valid (using that certificate’s issuer certificate. is valid (using that certificate’s issuer certificate. 
This may be the same certificate if selfThis may be the same certificate if self--signed)signed)
The time of certificate validation lies within the The time of certificate validation lies within the validity periodvalidity period of all these certificatesof all these certificates
All certificate extensions must match the respective All certificate extensions must match the respective profiles and key usagesprofiles and key usages
None of these certificates is known as invalid, i.e.,None of these certificates is known as invalid, i.e.,

Their Their serial numbers have not been revokedserial numbers have not been revoked

Check the revocation status of a certificate using CRLs or OCSPCheck the revocation status of a certificate using CRLs or OCSP
Depending on the Depending on the required security levelrequired security level, one may decide to rely on the OCSP, or , one may decide to rely on the OCSP, or 
on a local CRL copy, or on a local CRL copy in combination with on a local CRL copy, or on a local CRL copy in combination with a recent Delta CRLa recent Delta CRL
Offline validation is possible using CRL, preferably combined wiOffline validation is possible using CRL, preferably combined with Delta CRLth Delta CRL
OCSP (Online Certificate Status Protocol) requires a live networOCSP (Online Certificate Status Protocol) requires a live network connectionk connection

Valid Valid ≠≠ TrustworthyTrustworthy
One should check whether the selfOne should check whether the self--signed (Root CA) certificate can be trustedsigned (Root CA) certificate can be trusted

Cert

CA

Self-
signed
Root CA
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OCSP vs. CRLs OCSP vs. CRLs –– ‘‘Is the certificate valid?’’‘‘Is the certificate valid?’’
Two options to make this Two options to make this business decisionbusiness decision::

Do it yourself and use CRLs and DeltaDo it yourself and use CRLs and Delta--CRLsCRLs
Trust a third party using OCSPTrust a third party using OCSP

Use the Online Certificate Status Protocol (OCSP) where a trusteUse the Online Certificate Status Protocol (OCSP) where a trusted OCSP d OCSP 
Responder answers the question with either ‘‘yes’’, ‘‘no’’, or ‘Responder answers the question with either ‘‘yes’’, ‘‘no’’, or ‘‘I do not know’’‘I do not know’’

Remaining issues:Remaining issues:
An OCSP Responder An OCSP Responder maymay use the most recent certificate status information (CSI)use the most recent certificate status information (CSI)

An OCSP Responder does not have to use the most recent CSI!An OCSP Responder does not have to use the most recent CSI!
The Responder typically uses CRLs to produce its answersThe Responder typically uses CRLs to produce its answers

How to trust the OCSP How to trust the OCSP ReponseReponse??
Ideal for a few situations:Ideal for a few situations:

If only a few certificates per time unit must be validatedIf only a few certificates per time unit must be validated
E.g., for citizens who wish to validate a certificate ‘‘from timE.g., for citizens who wish to validate a certificate ‘‘from time to time’’e to time’’

To authenticate highTo authenticate high--impact transactionsimpact transactions
E.g., cash withdrawal, account closure, physical or electronic aE.g., cash withdrawal, account closure, physical or electronic access controlccess control

Certificate Revocation Lists (CRLs)Certificate Revocation Lists (CRLs)
The digital signature verifier collects the (most recent) CRLs fThe digital signature verifier collects the (most recent) CRLs for the certificates in the or the certificates in the 
certificate chaincertificate chain

These CRLs may become very large (e.g., several megabytes) These CRLs may become very large (e.g., several megabytes) DeltaDelta--CRLsCRLs
DeltaDelta--CRLs may be very large (e.g., half a megabyte) CRLs may be very large (e.g., half a megabyte) DeltaDelta--Delta CRLsDelta CRLs

Note: DeltaNote: Delta--DeltaDelta--CRLs are not standard (e.g., a few kilobytes each)CRLs are not standard (e.g., a few kilobytes each)
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Certificate Revocation Lists (CRLs)Certificate Revocation Lists (CRLs)
Complete CRLComplete CRL

Enumerates all certificate serial numbers that should not be truEnumerates all certificate serial numbers that should not be trustedsted
Typically (very) large, e.g., >>500 KbytesTypically (very) large, e.g., >>500 Kbytes
Validity expires 7 days after creationValidity expires 7 days after creation
Certificates of new eID cardsCertificates of new eID cards

Appear as on holdAppear as on hold
Disappear when activatedDisappear when activated

Suspended certificates appear as on hold for up to 7 daysSuspended certificates appear as on hold for up to 7 days
Items without reason code remain revoked foreverItems without reason code remain revoked forever
One complete CRL is referred to as the Base CRLOne complete CRL is referred to as the Base CRL

Delta CRLDelta CRL
Lists all differences between the current complete CRL and the Lists all differences between the current complete CRL and the 
current Base CRLcurrent Base CRL
Typically small, e.g., <500 KbytesTypically small, e.g., <500 Kbytes
Validity expires 7 days after creationValidity expires 7 days after creation
Reason codes:Reason codes:

On hold ― newly issued eID card certificate is not yet activatedOn hold ― newly issued eID card certificate is not yet activated, or has , or has 
been suspendedbeen suspended
Remove from CRL ― eID card certificate has been activatedRemove from CRL ― eID card certificate has been activated
None ― eID card certificate has been revokedNone ― eID card certificate has been revoked

DeltaDelta--Delta CRLsDelta CRLs
Lists all differences between the current complete CRL and a DelLists all differences between the current complete CRL and a Delta ta 
CRLCRL
Typically very small, e.g., <25 KbytesTypically very small, e.g., <25 Kbytes
Important note: DeltaImportant note: Delta--Delta CRLs are not standardizedDelta CRLs are not standardized

Full

Full

∆∆ Full

B
ase

∆∆

Delta CRLs vs. Base CRL

Complete CRLs

B
ase

∆∆

Full

Full

Full

FullFull
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Current eID full CRL sizesCurrent eID full CRL sizes
A CRL is valid A CRL is valid 
for seven days for seven days 
after it is issuedafter it is issued

A new CRL is A new CRL is 
issued together issued together 
with a new with a new 
Delta CRLDelta CRL

A Delta CRL A Delta CRL 
refers to a refers to a 
particular Base particular Base 
CRL which is CRL which is 
always younger always younger 
than 7 daysthan 7 days

OCSP queries OCSP queries 
the database the database 
with the most with the most 
recent recent 
certificate certificate 
status status 
informationinformation

OCSP = Online OCSP = Online 
Certificate Certificate 
Status ProtocolStatus Protocol

Frequently updated graphs available at http://www.godot.be/site/EidCards/belpic/index.html
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Certificate Revocation List detailsCertificate Revocation List details
Citizen CRL (+500 Kbyte)

Version 2 (0x1)Version 2 (0x1)
Signature Algorithm: sha1WithRSAEncryption (2048 bit)Signature Algorithm: sha1WithRSAEncryption (2048 bit)
Issuer: C=BE, CN=Citizen CA
Creation date: Apr 6 15:19:23 2004 GMTCreation date: Apr 6 15:19:23 2004 GMT
Next update: Apr 13 15:19:23 2004 GMTNext update: Apr 13 15:19:23 2004 GMT
CRL extensions:CRL extensions:

Authority Key Identifier: [D1:13: ... :7F:AF:10]
CRL Number: 4294995040CRL Number: 4294995040

Revoked Certificates:Revoked Certificates:
Serial Number: 1000000000000004B823FAE7B1BB44B1

Revocation Date: Jan 14 12:56:50 2004 GMT
CRL Reason Code: Certificate Hold

Serial Number: 10000000000000062F6A1BB1431902D4
Revocation Date: Oct 23 23:15:11 2003 GMT
CRL Reason Code: Certificate Hold

Serial Number: 100000000000001243778BEFF61123DE
Revocation Date: Jan 12 10:19:24 2004 GMT

Serial Number: 10000000000000125DC2DF2031534033
Revocation Date: Sep 5 09:49:44 2003 GMT

Serial Number: 100000000000091ACC84FC377F8A6ECE
Revocation Date: Dec 16 17:24:15 2003 GMT
CRL Reason Code: Certificate Hold

Serial Number: 100000000000092135CE8FB8F0D66093
Revocation Date: Nov 13 17:18:49 2003 GMT

….

Signature: [95:19:b2: ... :21:31]Signature: [95:19:b2: ... :21:31]

Citizen Delta CRL (~15 Kbyte)
Version 2 (0x1)Version 2 (0x1)
Signature Algorithm: sha1WithRSAEncryption (2048 bit)Signature Algorithm: sha1WithRSAEncryption (2048 bit)
Issuer: C=BE, CN=Citizen CA
Creation date: Apr 8 17:43:14 2004 GMTCreation date: Apr 8 17:43:14 2004 GMT
Next update: Apr 15 17:43:14 2004 GMTNext update: Apr 15 17:43:14 2004 GMT
CRL extensions:CRL extensions:

Authority Key Identifier: [D1:13: ... :7F:AF:10]
CRL Number: 4294995072CRL Number: 4294995072
Delta CRL Indicator: critical, 4294995040Delta CRL Indicator: critical, 4294995040

Revoked Certificates:Revoked Certificates:
Serial Number: 100000000000007E5B11506303959320

Revocation Date: Apr 8 16:33:23 2004 GMT
CRL Reason Code: Certificate Hold

Serial Number: 100000000000091ACC84FC377F8A6ECE
Revocation Date: Apr 8 16:55:14 2004 GMT 
CRL Reason Code: Remove From CRL

Serial Number: 100000000000127BE2DA18842E8A7BAC
Revocation Date: Apr 8 15:20:13 2004 GMT 
CRL Reason Code: Remove From CRL

Serial Number: 1000000000001902ECF11657FE2813A5
Revocation Date: Apr 8 16:29:54 2004 GMT

Serial Number: 100000000000FDFF72C4E59AD46AFC21
Revocation Date: Apr 8 17:33:31 2004 GMT
CRL Reason Code: Remove From CRL

Serial Number: 100000000000FE6A4ACD4ECF04233442
Revocation Date: Apr 8 15:32:38 2004 GMT

…

Signature: [64:20:22: ... :c3:5e]Signature: [64:20:22: ... :c3:5e]

Citizen
CA

Gov
CA

Belgium
Root CA
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Signature & Certificate Signature & Certificate 
LifecycleLifecycle
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Summary on Validity StatusesSummary on Validity Statuses

Digital signatureDigital signature
ValidValid
InvalidInvalid

Signature creation Signature creation 
devicedevice

ValidValid
InvalidInvalid

SuspendedSuspended
RevokedRevoked
ExpiredExpired

CRL, OCSP ResponseCRL, OCSP Response
ValidValid
InvalidInvalid
ExpiredExpired

CertificateCertificate
ValidValid
InvalidInvalid

SuspendedSuspended
RevokedRevoked
ExpiredExpired

UnknownUnknown

Gov
CA

Belgium
Root CA

Auth 
Cert

Non-
rep
Cert
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Signature ValiditySignature Validity

Time

[C,∞[: Signatures can be legally binding
if verified in [CJ[

[CJ]: New valid signatures may be generated
[AC], [K,∞[: All signature verifications fail

Certificates expire
eID card expires

eID card initialization

eID certificates stored
in eID card

eID card activation
Signature generation

Signature verification

[J,∞[: Illegal to generate new signatures

A  B  C  D  E                  F   G   H   I J K
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Signature Validity with RevocationSignature Validity with Revocation

Time

eID card
activation

Signature
generation

Signature
verification

[CF]: Signatures validated before F may be valid forever

[CG[: New valid signatures may be generated
[AC], [H,∞[: Signature verification returns invalid

A  B  C  D  E                  F   G   H   I                    J K

Certificates expire
eID card expiresIncident

Revoked certificate
Suspended certificate

Last valid signature before the incident

[I,∞[: Illegal to generate new signatures
[GH]: Signatures created in [GI] should be invalid, H may be equal to I
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Long Term SignaturesLong Term Signatures
Alice produces a digital signature on data Alice produces a digital signature on data DD that will resist time:that will resist time:

Alice collects a time stamp Alice collects a time stamp tt11 from a trusted third party from a trusted third party (TTP)(TTP)
Alice produces a digital signature Alice produces a digital signature SSAliceAlice(D,t(D,t11)) on the time stamp on the time stamp tt11 and the and the 
data data DD
TTPTTP validates a digital signature validates a digital signature SSAliceAlice(D,t(D,t11)) at time at time tt22
TTPTTP computes a digital signature computes a digital signature SSTTPTTP(S(SAliceAlice(D,t(D,t11),t),t22)) if and only if the if and only if the TTPTTP

Has validated Alice’s digital signature, andHas validated Alice’s digital signature, and
Confirms that the signature and Alice’s full certificate chain wConfirms that the signature and Alice’s full certificate chain was valid at time as valid at time tt22

Alice can now indefinitely rely on Alice can now indefinitely rely on SSTTPTTP(S(SAliceAlice(D,t(D,t11),t),t22)), even if her certificate , even if her certificate 
must be revoked, e.g., at time must be revoked, e.g., at time tt33 (after (after tt22), or if her certificate expires), or if her certificate expires

Note: This procedure assumes that no cryptographic weaknesses arNote: This procedure assumes that no cryptographic weaknesses are discovered in the e discovered in the 
signature generation and validation algorithms and proceduressignature generation and validation algorithms and procedures

Timett1       1       SSAliceAlice(D,t(D,t11)   )   tt2     2     SSTTPTTP(S(SAliceAlice(D,t(D,t11),t),t22)            t)            t33
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Alice sends a digitally signed message to Bob

Alice receives an encrypted message from Bob

No encryption certificates!No encryption certificates!

BobAlice

AliceBob

Could you send me
your encryption key?

Alice
E

Alice
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AliceAlice
1.1. Digitally signs her public encryption key and publishes it on heDigitally signs her public encryption key and publishes it on her web siter web site
Bob Bob 
2.2. Encrypts his message for Alice using a random session keyEncrypts his message for Alice using a random session key
3.3. Downloads Alice’s encryption key (and validates its authenticityDownloads Alice’s encryption key (and validates its authenticity))
4.4. Encrypts the session key with Alice’s public encryption keyEncrypts the session key with Alice’s public encryption key
5.5. Sends the encrypted message to AliceSends the encrypted message to Alice
AliceAlice
6.6. Decrypts the session key with her eID cardDecrypts the session key with her eID card
7.7. Decrypts the message with the session keyDecrypts the message with the session key

The quick brown fox 
jumps easily over 

the fat and lazy dog

Bob
Alice D

7

6

5

4 BD 05 89 C8 58 53 46 B6 73 86 3A AA F9 E3 2D 2F 
9F 08 6E 4A 11 DA 6E 44 F2 FC 52 15 FA BC 0C 4E 
5C 9C 00 2A 97 CB 93 D4 73 14 06 92 0D BA D0 67 
D0 9B D8 51 21 A2 09 CB EF 4D 02 75 65 B4 9E F7 
17 9E 8D 86 AF E3 56 EA 2F 3B 8F 06 6A 2B F4 52 
3A 35 48 18 EF 47 16 95 1B 1C EF D0 D6 55 04 49 
EE 38 8F 62 41 81 DA 9E 5B C2 D7 8B 6A 36 36 D2

2
E

3

Alice

E
1

Typical Data Decryption ScenarioTypical Data Decryption Scenario
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Decryption vs. SigningDecryption vs. Signing
Decryption scenarios:Decryption scenarios:

Do Do notnot require encryption certificatesrequire encryption certificates
An eID card does An eID card does notnot support decryption functionalitysupport decryption functionality
Encryption key management is totally different from Encryption key management is totally different from 
signing key management:signing key management:

Lost or damaged eID cardLost or damaged eID card
impossible to access encrypted dataimpossible to access encrypted data

Signing certificates are pushed to the message receiverSigning certificates are pushed to the message receiver
Encryption keys are pulled from the message receiverEncryption keys are pulled from the message receiver

Key pair generationKey pair generation Private key operationPrivate key operation Certificate distributionCertificate distribution Private key archivalPrivate key archival

Authentication Authentication OnOn--cardcard SignSign

SignSign

Decrypt

Signer sends certificateSigner sends certificate ImpossibleImpossible

NonNon--repudiationrepudiation OnOn--cardcard Signer sends certificateSigner sends certificate ImpossibleImpossible

Confidentiality Software Encrypter obtains encryption key Necessity or Key escrow
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eID Card Issuing Procedure (1/2)eID Card Issuing Procedure (1/2)

(8)

(9)

(10b)

Citizen PIN & PUK

Certification Authority (CA)

Municipality

National
Register (RRN)

Card Personalizer (CP)
Card Initializer (CI)

(0)

(3)

(4)

(5)

(7)

(6)

(13)

(12)

(11)

Citizen

(10a2)

(10a1)

(2)

(1)

Face to face identification
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eID Card Issuing Procedure (2/2)eID Card Issuing Procedure (2/2)
0: Citizen receives a convocation 0: Citizen receives a convocation 

letter or takes the initiativeletter or takes the initiative
1: Visit municipality with photo1: Visit municipality with photo
2: Formal eID request is signed2: Formal eID request is signed
3,4: CP receives eID request via 3,4: CP receives eID request via 

RRNRRN
5: CP prints new eID card, CI starts 5: CP prints new eID card, CI starts 

onon--card key pairs generationcard key pairs generation
6: RRN receives part of the eID 6: RRN receives part of the eID 

card activation code PUK1card activation code PUK1
7: CA receives certificate requests7: CA receives certificate requests
8: CA issues two new certificates 8: CA issues two new certificates 

and issues new CRLsand issues new CRLs

9: CI stores these certificates on 9: CI stores these certificates on 
the eID cardthe eID card

10a: CI writes citizen data (ID, 10a: CI writes citizen data (ID, 
address,…) to the card, address,…) to the card, 
deactivates the carddeactivates the card

10b: CI sends invitation letter with 10b: CI sends invitation letter with 
citizen’s PIN and activation citizen’s PIN and activation 
code PUK2code PUK2

11: Citizen receives invitation letter 11: Citizen receives invitation letter 
12: Civil servant starts eID card 12: Civil servant starts eID card 

activation procedureactivation procedure
13: eID card computes a signature 13: eID card computes a signature 

with each private key, CA with each private key, CA 
removes certificates from CRLremoves certificates from CRL
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eID Shop (1/2)eID Shop (1/2)

http://www.eid-shop.be

Data used without explicit authorization from Certipost/Zetes
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950 €950 €

85 €85 €

630 €630 €
130 €130 €

250 €250 €

eID Development Toolkit

+ eID development tools (JAVA crypto  library, sample codes, 
documentation, …)

eID Starter Kit premium + option

+ 3 additional smart cards with certificates
(revoked, suspended and expired)

eID Starter Kit Premium

+ eID tested smart card reader

eID Starter Kit Light
•1 smart card with a pair of valid certificates
•3 pair of soft certificates (expired, revoked and suspended)

eID Forum membership
1 year access to the eID Forum + 10 technical questions

eID Shop (2/2)eID Shop (2/2)

Data used without explicit authorization from Certipost/Zetes
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Comparing eID and Bank Card Comparing eID and Bank Card 
FunctionalitiesFunctionalities

Citizen IdentificationCitizen Identification
Data CaptureData Capture
Strong AuthenticationStrong Authentication

AuthenticationAuthentication
Digital SignaturesDigital Signatures
eID CardeID Card

Access ControlAccess Control
Container Park, Swimming Container Park, Swimming 
Pool, Library,…Pool, Library,…

Customer IdentificationCustomer Identification
Data CaptureData Capture
AuthenticationAuthentication

Electronic TransactionsElectronic Transactions
ATM TransactionsATM Transactions
Electronic PurseElectronic Purse

Access ControlAccess Control
SelfSelf--BankBank
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eID & Bank Cards CryptoeID & Bank Cards Crypto
2 Citizen Key Pairs2 Citizen Key Pairs

CitizenCitizen--authenticationauthentication
X.509v3 X.509v3 authentication 
certificate

Advanced electronic (nonAdvanced electronic (non--
repudiation) signaturerepudiation) signature

X.509v3 X.509v3 qualified certificate
Can be used to produce digital Can be used to produce digital 
signatures equivalent to signatures equivalent to 
handwritten signatures, cfr. handwritten signatures, cfr. 
European Directive 1999/93/ECEuropean Directive 1999/93/EC

1 eID Card1 eID Card--specific Key Pairspecific Key Pair
eID card authentication (basic eID card authentication (basic 
key pair)key pair)

No corresponding certificate: : 
RRN RRN (Rijksregister/Registre 
National) knows which public knows which public 
key corresponds to which eID key corresponds to which eID 
cardcard

Transactions with vending Transactions with vending 
machines, ATMs, phone booths, machines, ATMs, phone booths, 
parking meters,…parking meters,…

MACMAC--based use chip cardbased use chip card
Home bankingHome banking

MACMAC--basedbased
Family of secret master keysFamily of secret master keys
Uses chip card or DigipassUses chip card or Digipass
MAC authenticates login, 
transaction

PKIPKI--basedbased
Closed user group PKIClosed user group PKI
Key pair stored in key file or Key pair stored in key file or 
smart cardsmart card
Banking organization issues Banking organization issues 
certificatecertificate
Digital signature authenticates
login, transaction
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Functionalities OverviewFunctionalities Overview
eIDeID CreditCredit DebitDebit DigipassDigipass

Visual functionsVisual functions
IdentificationIdentification Some Some SomeSome
Card holder signatureCard holder signature
Card holder pictureCard holder picture SomeSome SomeSome

Electronic functionsElectronic functions
Data CaptureData Capture
Physical Access ControlPhysical Access Control
Challenge Response AuthenticationChallenge Response Authentication SomeSome SomeSome
Transaction AuthenticationTransaction Authentication
Authentication RequiresAuthentication Requires PINPIN PINPIN PINPIN PINPIN
Purse LoadingPurse Loading NANA NANA PINPIN NANA
Relies on Card ReaderRelies on Card Reader SomeSome

Cryptographic functionsCryptographic functions
Digital SignaturesDigital Signatures SomeSome SomeSome
Advanced Electronic SignaturesAdvanced Electronic Signatures
MAC CalculationMAC Calculation SomeSome
En/DecryptionEn/Decryption Not YetNot Yet LegendLegend

Common PracticeCommon Practice

NoNo

NANA Not ApplicableNot Applicable
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Terrifying WindowTerrifying Window
PIN entry Window

Enter your PIN for qualified signatures:                        

Your eID card is about to 
create a qualified signature

******
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Most Terrifying WindowMost Terrifying Window
PIN entry Window

Enter your PIN for qualified signatures:                        

Select the box to make me remember your PIN…        

Your eID card is about to 
create a qualified signature

******
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Various Authentication InterfacesVarious Authentication Interfaces

Authentication of a transaction, client Authentication of a transaction, client 
authentication, digital signature,… requires authentication, digital signature,… requires 
a PIN to be presented to reflect the a PIN to be presented to reflect the 
cardholder’s consentcardholder’s consent

Low                                  Level of Confidence        Low                                  Level of Confidence        HighHigh
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Secure PIN EntrySecure PIN Entry
Advantages of a secure PIN entry device over a Advantages of a secure PIN entry device over a 
simple smartcard reader:simple smartcard reader:

Citizen’s Citizen’s PIN cannot easily be interceptedPIN cannot easily be intercepted by a PC by a PC 
applicationapplication

Simply relying on a secure PIN entry device is not Simply relying on a secure PIN entry device is not 
enough:enough:

The The text displayedtext displayed on the device during a “Verify PIN” on the device during a “Verify PIN” 
command is usually command is usually specified by the PC applicationspecified by the PC application
WYSIWYS: The cardholder does not know which data WYSIWYS: The cardholder does not know which data 
and commands are sent to the cardand commands are sent to the card

Accepting a cardholder PIN through the PC Accepting a cardholder PIN through the PC 
keyboard should be avoided!!keyboard should be avoided!!

WYSIWYS: what you see is what you signWYSIWYS: what you see is what you sign
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European Directive 1999/93/ECEuropean Directive 1999/93/EC

IntentionIntention
DefinitionsDefinitions
RequirementsRequirements

Annex I ― qualified certificatesAnnex I ― qualified certificates
Annex II ― certificate service providerAnnex II ― certificate service provider
Annex III ― secure signature creation deviceAnnex III ― secure signature creation device

RecommendationsRecommendations
Annex IV ― signature verificationAnnex IV ― signature verification
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Directive Directive –– IntentionIntention
1.1. An An advanced electronic signatureadvanced electronic signature (i.e., a signature which is (i.e., a signature which is 

linked to (linked to (s)hes)he who created it using a signature creation who created it using a signature creation 
device which only (device which only (s)hes)he can control) can control) satisfies the legal satisfies the legal 
requirementsrequirements of a signature in relation to data in electronic of a signature in relation to data in electronic 
form in the form in the same manner as a handwritten signaturesame manner as a handwritten signature
satisfies those requirements in relation to papersatisfies those requirements in relation to paper--based based 
data; and is admissible as evidence in legal proceedingsdata; and is admissible as evidence in legal proceedings

Legislation on handwritten signatures can easily be recycled!!Legislation on handwritten signatures can easily be recycled!!
2.2. An An electronic signatureelectronic signature is not is not denied legal effectivenessdenied legal effectiveness

and admissibility as evidence in legal proceedings solely and admissibility as evidence in legal proceedings solely 
on the grounds that it is:on the grounds that it is:
1.1. in electronic form, orin electronic form, or
2.2. not based upon a qualified certificate, ornot based upon a qualified certificate, or
3.3. not based upon a qualified certificate issued by an accredited not based upon a qualified certificate issued by an accredited 

certificationcertification--serviceservice--provider, orprovider, or
4.4. not created by a secure signaturenot created by a secure signature--creation devicecreation device
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Directive Directive –– DefinitionsDefinitions
Electronic signatureElectronic signature: data in electronic form attached to or logically associated wi: data in electronic form attached to or logically associated with other electronic th other electronic 
data and which serve as a method of authenticationdata and which serve as a method of authentication
Advanced electronic signatureAdvanced electronic signature: an electronic signature which meets the requirements that: an electronic signature which meets the requirements that

1.1. it is uniquely linked to the signatoryit is uniquely linked to the signatory
2.2. it is capable of identifying the signatoryit is capable of identifying the signatory
3.3. it is created using it is created using means that the signatory can maintain under his sole controlmeans that the signatory can maintain under his sole control, and, and
4.4. it is linked to the data to which it relates in such a manner thit is linked to the data to which it relates in such a manner that any subsequent change of the data is detectableat any subsequent change of the data is detectable

SignatorySignatory: a person who holds a signature: a person who holds a signature--creation device and acts either on his own behalf or on creation device and acts either on his own behalf or on 
behalf of the natural or legal person or entity he representsbehalf of the natural or legal person or entity he represents
SignatureSignature--creation datacreation data: unique data, such as private cryptographic keys, which are use: unique data, such as private cryptographic keys, which are used by the d by the 
signatory to create an electronic signaturesignatory to create an electronic signature
SignatureSignature--creation devicecreation device: configured software or hardware to produce the signature: configured software or hardware to produce the signature--creation datacreation data
SecureSecure--signaturesignature--creation devicecreation device: a signature: a signature--creation device which meets the requirements specified creation device which meets the requirements specified 
in Annex IIIin Annex III
SignatureSignature--verificationverification--datadata: data, such as public cryptographic keys, which are used for th: data, such as public cryptographic keys, which are used for the verification e verification 
of an electronic signatureof an electronic signature
CertificateCertificate: an electronic attestation which links signature: an electronic attestation which links signature--verification data to a person and confirms verification data to a person and confirms 
the identity of that personthe identity of that person
Qualified certificateQualified certificate: a certificate which meets the requirements in Annex I and is p: a certificate which meets the requirements in Annex I and is provided by a rovided by a 
certificationcertification--serviceservice--provider who fulfils the requirements in Annex IIprovider who fulfils the requirements in Annex II
CertificationCertification--serviceservice--providerprovider: an entity or a legal or natural person who issues certificates: an entity or a legal or natural person who issues certificates or provides or provides 
other services related to electronic signaturesother services related to electronic signatures
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Annex I Annex I –– Qualified Certificates ConditionsQualified Certificates Conditions
Requirements for qualified certificatesRequirements for qualified certificates

Qualified certificates must contain:Qualified certificates must contain:
1.1. an an indicationindication that the certificate is issued as a qualified certificatethat the certificate is issued as a qualified certificate
2.2. the identification of the the identification of the certificationcertification--serviceservice--provider and the Stateprovider and the State in which it is in which it is 

establishedestablished
3.3. the the name name of the signatory of the signatory or a pseudonymor a pseudonym, which shall be identified as such, which shall be identified as such
4.4. provision for a specific attribute of the signatory to be includprovision for a specific attribute of the signatory to be included if relevant, depending ed if relevant, depending 

on the on the purpose for which the certificate is intendedpurpose for which the certificate is intended
5.5. signaturesignature--verification data which correspond to signatureverification data which correspond to signature--creation data under the creation data under the 

control of the signatorycontrol of the signatory
6.6. an indication of the beginning and end of the an indication of the beginning and end of the period of validity of the certificateperiod of validity of the certificate
7.7. the identity code of the certificatethe identity code of the certificate
8.8. the advanced electronic signature of the certificationthe advanced electronic signature of the certification--serviceservice--provider issuing itprovider issuing it
9.9. limitations on the scope of use of the certificate, if applicabllimitations on the scope of use of the certificate, if applicable; ande; and
10.10. limits on the value of transactions for which the certificate calimits on the value of transactions for which the certificate can be used, if applicablen be used, if applicable
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Annex II Annex II –– CA RequirementsCA Requirements
Requirements for certificationRequirements for certification--serviceservice--providersproviders issuing qualified certificatesissuing qualified certificates

CertificationCertification--serviceservice--providers must:providers must:
1.1. demonstrate the reliability necessary for providing certificatiodemonstrate the reliability necessary for providing certification servicesn services
2.2. ensure the operation of a ensure the operation of a prompt and secure directoryprompt and secure directory and a and a secure and immediate revocation servicesecure and immediate revocation service
3.3. ensure that the ensure that the date and time when a certificate is issued or revokeddate and time when a certificate is issued or revoked can be determined preciselycan be determined precisely
4.4. verify, by appropriate means in accordance with national law, thverify, by appropriate means in accordance with national law, the identity and, if applicable, any specific attributes of the pee identity and, if applicable, any specific attributes of the person to which rson to which 

a qualified certificate is issueda qualified certificate is issued
5.5. employ personnel who possess the expert knowledge, experience, aemploy personnel who possess the expert knowledge, experience, and qualifications necessary for the services provided, in particnd qualifications necessary for the services provided, in particular ular 

competence at managerial level, expertise in electronic signaturcompetence at managerial level, expertise in electronic signature technology and familiarity with proper security procedures; the technology and familiarity with proper security procedures; they must ey must 
also apply administrative and management procedures which are adalso apply administrative and management procedures which are adequate and correspond to recognized standardsequate and correspond to recognized standards

6.6. use trustworthy systems and products which are protected againstuse trustworthy systems and products which are protected against modification and ensure the technical and cryptographic securitmodification and ensure the technical and cryptographic security of y of 
the process supported by themthe process supported by them

7.7. take measures against forgery of certificatestake measures against forgery of certificates, and, in cases where the certification, and, in cases where the certification--serviceservice--provider generates signatureprovider generates signature--creation data, creation data, 
guarantee confidentiality during the process of generating such guarantee confidentiality during the process of generating such datadata

8.8. maintain sufficient financial resources to operate in conformitymaintain sufficient financial resources to operate in conformity with the requirements in the Directive, in particular to bear twith the requirements in the Directive, in particular to bear the risk of he risk of 
liability for damages, for example, by obtaining appropriate insliability for damages, for example, by obtaining appropriate insuranceurance

9.9. record all relevant information concerning a qualified certificarecord all relevant information concerning a qualified certificate for an appropriate period of time, in particular for the purpte for an appropriate period of time, in particular for the purpose of ose of 
providing evidence of certification for the purposes of legal prproviding evidence of certification for the purposes of legal proceedings. Such recording may be done electronicallyoceedings. Such recording may be done electronically

10.10. not store or copy signaturenot store or copy signature--creation data of the person to whom the certificationcreation data of the person to whom the certification--serviceservice--provider provided key management servicesprovider provided key management services
11.11. before entering into a contractual relationship with a person sebefore entering into a contractual relationship with a person seeking a certificate to support his electronic signature inform teking a certificate to support his electronic signature inform that person by hat person by 

a durable means of communication of the precise terms and condita durable means of communication of the precise terms and conditions regarding the use of the certificate, including any limitations regarding the use of the certificate, including any limitations on ions on 
its use, the existence of a voluntary accreditation scheme and pits use, the existence of a voluntary accreditation scheme and procedures for complaints and dispute settlement. Such informatiorocedures for complaints and dispute settlement. Such information, n, 
which may be transmitted electronically, must be in writing and which may be transmitted electronically, must be in writing and in readily understandable language. Relevant parts of this inforin readily understandable language. Relevant parts of this information mation 
must also be made available on request to thirdmust also be made available on request to third--parties relying on the certificateparties relying on the certificate

12.12. use trustworthy systems to store certificates in a verifiable fouse trustworthy systems to store certificates in a verifiable form so that:rm so that:
only authorized persons can make entries and changes,only authorized persons can make entries and changes,
information can be checked for authenticity,information can be checked for authenticity,
certificates are publicly available for retrieval in only those certificates are publicly available for retrieval in only those cases for which the certificatecases for which the certificate--holder's consent has been obtained, andholder's consent has been obtained, and
any technical changes compromising these security requirements aany technical changes compromising these security requirements are apparent to the operatorre apparent to the operator
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Annex III Annex III –– SSCD RequirementsSSCD Requirements
Requirements for secure signatureRequirements for secure signature--creation devicescreation devices::
1.1. Secure signatureSecure signature--creation devices (SSCD) must, by creation devices (SSCD) must, by 

appropriate technical and procedural means, ensure at the appropriate technical and procedural means, ensure at the 
least that the signatureleast that the signature--creation data used for signature creation data used for signature 
generation:generation:
1.1. can practically can practically occur only onceoccur only once, and that their secrecy is , and that their secrecy is 

reasonably assuredreasonably assured
2.2. cannot, with reasonable assurance, be derived and the signature cannot, with reasonable assurance, be derived and the signature is is 

protected against forgeryprotected against forgery using currently available technologyusing currently available technology
3.3. can be can be reliably protectedreliably protected by the legitimate signatory by the legitimate signatory against the against the 

use of othersuse of others
2.2. Secure signatureSecure signature--creation devices must not alter the data creation devices must not alter the data 

to be signed or prevent such data from being presented to to be signed or prevent such data from being presented to 
the signatory prior to the signature processthe signatory prior to the signature process
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Annex IV Annex IV –– Verification RecommendationsVerification Recommendations

Recommendations for secure signature verificationRecommendations for secure signature verification::
During the signatureDuring the signature--verification process it should be verification process it should be 
ensured with reasonable certainty that:ensured with reasonable certainty that:

1.1. the data used for verifying the the data used for verifying the signature correspond to the data signature correspond to the data 
displayed to the verifierdisplayed to the verifier

2.2. the the signature is reliably verifiedsignature is reliably verified and the result of that verification is and the result of that verification is 
correctly displayedcorrectly displayed

3.3. the verifier can, as necessary, reliably establish the contents the verifier can, as necessary, reliably establish the contents of of 
the signed datathe signed data

4.4. the the authenticity and validity of the certificateauthenticity and validity of the certificate required at the time required at the time 
of signature verification are reliably verifiedof signature verification are reliably verified

5.5. the result of verification and the signatory's identity are corrthe result of verification and the signatory's identity are correctly ectly 
displayeddisplayed

6.6. the use of a pseudonym is clearly indicated; andthe use of a pseudonym is clearly indicated; and
7.7. any securityany security--relevant changes can be detectedrelevant changes can be detected
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That’s it…That’s it…
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Questions?Questions?

Belgian eID card information on the Internet
http://www.rijksregister.fgov.be
http://www.fedict.be
http://www.belgium.be

Test cards can be ordered at
http://www.eid-shop.be

Myself Danny.DeCock@esat.kuleuven.ac.be
http://www.esat.kuleuven.ac.be/~decockd

Yourself http://www.mijndossier.rrn.fgov.be
http://www.mondossier.rrn.fgov.be
http://www.meindossier.rrn.fgov.be

keywords: “godot eID”


